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Abstract
This review paper outlines the need for research into the process of automating the 
detection of paedophile activities on the Internet and identifies the associated challenges of the 
research area. The paper overviews and analyses technologies associated with the use of the 
Internet by paedophiles in terms of event information that each technology potentially 
provides. It also reviews the anonymity challenges presented by these technologies. The paper 
presents methods for currently uncharted research that would aid in the process of automating 
the detection of paedophile activities on the Internet. 
1. Introduction 
Paedophile activity on the Internet presents a growing danger to children.  To address this, 
national and international law enforcement agencies conduct online sting operations 
(operations designed to catch a person committing a crime, by means of deception) in an 
attempt to detect and arrest child pornography collectors and distributors and potentially active 
paedophiles.  The two main publicly known law enforcement operations involve the use of 
decoy web sites that appear to contain child pornographic materials, designed to identify child 
pornography viewers and collectors [5, 25, 38, 50], and the use of chat rooms whereby law 
enforcement officers impersonate children and aim to identify persons attempting to meet 
offline with children [2, 50].  
While these operations have effectively resulted in various arrests internationally [2, 5, 8, 
20, 25, 32, 38], there remain some concerns.  The two main concerns include the amount of 
law enforcement human resources currently used in these sting operations and the potential 
modification of the user behaviour caused by law enforcement officers residing in chat rooms. 
That is, it is questioned whether the user would commit offences if the law enforcement 
officers did not have a presence on the Internet, and whether the operations are leading to the 
creation of paedophiles instead of the intended capture of paedophiles (entrapment) [26]. 
This paper presents and explores the idea of streamlining and enhancing the process of 
detecting paedophile activity on the Internet by automating some part of the process with 
software. The research challenge is to reduce law enforcement resources required online and 
therefore reduce the possibility of online environmental impacts (entrapment circumstances) 
that traditional sting operations may cause. The paper aims to take the initial steps of the 
research challenge by reviewing the problem and introducing the associated challenges.  
Section 2 provides background information related to the research, including a summary of 
the applicable legislation in Australia. Section 3 provides a review of the various technologies 
that may be used for paedophile activities, along with monitoring and anonymity practices for 
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the technologies. Section 4 suggests methods for detecting paedophile activities using 
software. Section 5 offers recommendations for further research. Section 6 provides a 
summary of the paper. 
2. Background 
Grooming is the process that some paedophiles use, often over a number of years, to prime 
their victims, in order to secure the cooperation of the victim and reduce risk of discovery or 
exposure by the victim. In addition, victim’s families may also be groomed in order to create 
an acceptance and a normal atmosphere [37].  
Offline grooming activities may be mimicked in an online environment by: the use of chat 
rooms to initiate communications with children and persons with access to children; the use of 
chat rooms, emails, instant messaging and other software to create trusting relationships or 
sexually harass children; the exchange of inappropriate materials to desensitise children, and 
the use of online gifts and attention to manipulate the child. Often this grooming process leads 
to meeting children offline where the paedophile begins offline sexual child abuse and 
exploitation.  
In three international surveys [16, 34, 41], the majority of children surveyed stated they 
have used the Internet at some point and have an email account. Many of these children use 
instant messaging and chat rooms. On average, around 16% of children admitted to meeting 
offline with a friend made online while the majority of their parents were either unaware of 
these meetings or did not supervise them.  More recent studies [29] show the average age for a 
child to be exposed to pornography was 11 years old. In addition at least 20% of children using 
the Internet regularly have received some form of sexual solicitation [22, 29]. 
In this section we overview the main paedophile Internet activities, criminal laws in 
Australia, existing child protection initiatives, privacy laws and past research relevant to the 
research problem. 
2.1. Paedophile Internet activities 
A study by Durkin [18], suggests paedophiles misuse the Internet in four main ways: 
1. To traffic child pornography and text based stories with paedophiliac themes
[viewing, storing and distribution activities].  To perform these activities the 
technologies that might be used include web sites, email, newsgroups, chat rooms, 
instant messaging, file transfers and online and offline file storage devices. 
2. To locate children to molest via chat rooms [chat room communication activities].  
Paedophiles may use chat rooms to initiate a relationship with a child or persons 
with access to a child. Often after the relationship is initiated other technologies, 
typically email and instant messaging, may be used to continue the relationship.  
3. To engage in inappropriate sexual communication and file exchange with children
[communication and file transfer activities].  These activities may involve the use of 
email, chat room and instant messaging technologies for transmitting 
communications and files to children.  
4. To communicate with other paedophiles [communication activities].  Paedophiles 
generally require validation of their paedophile activities and support from those 
that share similar interests [30]. In a study of the newsgroup alt.support.boylovers, 
Durkin [19] found the communications between paedophiles to include discussing 
their feelings for boys, peer support for those having difficulties with their feelings, 
discussing social difficulties they may be experiencing where others are aware of 
their deviant sexual orientation, assisting each other with finding information of 
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interest to paedophiles for example instructions on how to obtain novels, poetry, and 
comic books. The process of communicating between paedophiles may involve 
newsgroups, web sites, email, instant messaging, and chat room technologies.  
In this paper we investigate a number of the technologies associated with these uses and 
explore techniques for automating the detection of the various types of behaviour. 
2.2. Criminal law and operations 
The Commonwealth of Australia Criminal Code Act 1995 (including amendments up to 
2004 Act No. 127, 2004) [14] states that it is an offence to: 
• Use a carriage service for child pornography material (including using the service to 
access material, cause the material to be transmitted to the person, transmit material, 
make material available, or publish or otherwise distribute material) (Section 474.19). 
• Possess, control, produce, supply or obtain child pornography material for use through 
a carriage service (Section 474.20). 
• Use a carriage service for child abuse material (including using the service to access 
material, cause the material to be transmitted to the person, transmit material, make 
material available, or publish or otherwise distribute material) (Section 474.22). 
• Possess, control, produce, supply or obtain child abuse material for use through a 
carriage service (Section 474.23). 
Child pornography and child abuse are defined by the Criminal Code as involving a person 
under the age of 18 or a representation of a person who is or appears to be (or is implied to be) 
under the 18 years of age. Child pornographic material is defined as material that depicts 
indecent manner involving a child. Child abuse material is material that depicts or describes a 
child and is or appears to be, a victim of torture, cruelty or physical abuse, and does this in a 
way that reasonable persons would regard as being offensive.  
In Queensland an amendment to Section 218A of the Queensland Criminal Code Act [48, 
49] (effective May 1, 2003) makes it an offence for: 
“any adult who uses electronic communication with intent to  
• procure a person under the age of 16 years, or a person the adult believes is under the 
age of 16 years, to engage in a sexual act, either in Queensland or elsewhere;  
• or expose, without legitimate reason, a person under the age of 16 years, or a person 
the adult believes is under the age of 16 years, to any indecent matter, either in 
Queensland or elsewhere.” 
Within six months of this legislation taking effect, Crime and Misconduct Commission 
(CMC) investigations resulted in six Queensland men being arrested on a total of 32 charges 
related to their unlawful activities on the Internet [8]. 
The Commonwealth of Australia Criminal Code Section 474.27 (amended in 2004) 
considers it an offence to use a carriage service to “groom” or procure persons who they 
believe are under 16 years of age with the intention of procuring or making it easier to procure 
the recipient to engage in, or submit to, sexual activity with another person or themselves. 
2.3. Existing child protection initiatives 
Various initiatives have designed and published Internet child safety guidelines for children 
and their parents including the Online Safety Project (SafeKids) [45], Cyberspace Research 
Unit [15], NetSafe [27, 39], National Crime Centre for Missing and Exploited Children [33, 
36] and many others. Yet it is apparent that children are inadequately educated of the dangers 
of the Internet, for example, numerous children have reported they have never received any 
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Internet safety advice from their parents and are unaware that chat room members may be 
deceptive about their identity [16]. 
Mr Donald Findlater, a manager of Wolvercote Clinic in Surrey England, the only 
residential paedophile treatment centre in England prior to its closure, states that people who 
view child pornography are potential abusers [5]. He discusses international findings stating 
that in the US one-third of those found to have possession of indecent images were actively 
abusing children.  
Operation Ore was instigated in the UK and involved investigations and arrests of those 
individuals law enforcement believed had accessed photographs and images depicting 
exploited children and those being sexually abused on the Internet [3, 20, 38].  Operation Pin is 
a sting operation set up by the UK's National Crime Squad, the FBI, Interpol, the Royal 
Canadian Mounted Police and the Australian High Tech Crime Centre. The operation involves 
the creation of web sites claiming to contain child pornography; the sites are monitored to 
detect paedophiles. Although these sites contain no child pornography, the design of them has 
been made as realistic as possible to ensnare the maximum amount of paedophiles [25, 32]. 
In the UK alone, investigations of child pornography viewers, require law enforcement 
human resources in excess of that available. There are now growing concerns the overall UK 
criminal justice system will be strained by the police investigations of paedophiles online [5].  
To identify Internet based paedophiles, United Kingdom law enforcement officers use a 
technique whereby they impersonate children using chat rooms and using other online 
communications until sufficient evidence is gathered to convict the paedophile [2, 40, 50]. 
Researchers and volunteers also spend time online in chat rooms pretending to be a child so as 
to both research and catch paedophiles online [40, 43]. Miller [35] (cited in [1]) states that 
while half the 13-year-old girls in chat rooms are probably police agents, the amount of 
paedophiles being trapped by these chat room sting operations continues to increase.  
2.4. Privacy laws 
Existing Australian privacy principles that are relevant when considering methods for 
automating detection of paedophile activities on the Internet include the Federal Privacy Act 
1988 (incorporating amendments up to Act No. 49 of 2004) [13] containing eleven Information 
Privacy Principles (IPPs) (Part III, Division I, Section 13D) that apply to Commonwealth and 
ACT government agencies and ten National Privacy Principles (NPPs) (Schedule 3) that apply 
to parts of the private sector and all health service providers. The privacy principles that apply 
to law enforcement with and without warrants differ to those of the public privacy principles. 
Acts of monitoring online should be considered individually with regard to their relationship 
to any Australian privacy principles. So as to cover a vast amount of monitoring possibilities in 
this paper, we restrict the scope of this review paper to consider only the possibilities of 
monitoring information without mention of the effects of the privacy principles to these 
activities, leaving the specific details of the privacy principles related to each monitoring act to 
further research papers. This review paper takes the view that monitoring would be conducted 
by law enforcement with appropriate warrants or in a manner whereby the public are aware of 
their being monitored (where required), or otherwise, no such monitoring would occur 
whereby the privacy laws where not in agreement with the monitoring action.  
2.5. Past research 
In this section we discuss past research related to the technical challenges of creating 
software to automate the detection of paedophile activities on the Internet.  
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2.5.1. Network monitoring software:  Packet sniffers can display individual packets 
(segments of data) being transferred to or from the machine, or in some cases the network, the 
packet sniffer is residing on. Captured packets (packet dumps) show individual packet headers, 
which include sender and receiver, IP addresses. The body of each packet displays the 
transferred data. 
The whois service can be used to find information related to a domain name, for example, 
the name of the name server and possibly its IP address. Where no useful information is 
provided by the whois service, an nslookup service may be used to find an ISP IP address for a 
domain name or an ISP domain name for a given IP address. This can be particularly useful 
when an IP address is known and contact with the ISP is required. Search engines may be used 
to search for specific contents across networks and the Internet. 
2.5.2. Chat room monitoring and analysis software:  Butterfly is a software agent originally 
developed to sample available conversational groups in chat rooms to identify a suitable group 
based on user-defined parameters [53]. The Butterfly software focuses on Internet Relay Chat 
(IRC) however is applicable to other Internet-based group media. Users of the agent input 
types of channels that they are interested in, based on keywords. The agent appears as a normal 
user on an IRC server for up to 30 seconds in each room and builds term vectors of occurrence 
counts of keywords from conversations then uses these term vectors to recommend a chat 
room based on the users requirements. Butterfly’s chat room topic detection component may 
be useful for initially identifying chat rooms to be considered for further investigation.  
ChatTrack [6] is a chat room topic detecting tool that was created to assist in crime detection 
and prevention. The tool detects discussions in chat rooms and categorises them into session or 
user profiles. Session profiles are generated on topics being discussed in one chat room 
whereas user profiles are generated on topics discussed by one user across multiple chat rooms 
on the one chat system. ChatTrack uses either an autonomous bot agent to gather public data 
and for covert operations could use a modified chat server to store data including private data. 
ChatTrack may be updateable to indicate possible paedophile activity by profiling child and 
adult language and detecting adults posing as children.  
As multiple simultaneous conversations occur in chat rooms, it is often a challenge to 
determine members of each conversation yet for this research problem it will be ideal to have 
knowledge of who is communicating. PieSpy is IRC bot software that attempts to determine 
relationships within a set of IRC chat room channels and visually display them. The heuristics 
it uses to determine a relationship between two users include detecting the recipient’s 
nickname where it is used in conversation to indicate the intended recipient, and heuristics 
based on the timing of messages and responses.  
Research from Camtepe, Krishnamoorthy and Yener [11] offer additional methods for 
profiling a chat room and its chatters. They locate hidden communities and communication 
patterns within a chat room using a computational discovery algorithm based on Singular 
Value Decomposition (SVD). They show both that profiling is possible and that the SVD 
algorithm can be used in this way to discover groups of chatters with up to 70-80% accuracy. 
Camtepe, Goldberg and Magdon-Ismail [10] have conducted experimental research using 
statistical analysis methods using a model of a chat room environment. The result of their 
research was an algorithm for automatically determining conversing groups within the chat 
room without use of linguistic or stylistic analysis. Related experimental research has been 
conducted by Baumes, Goldberg, Magdon-Ismail and Wallace [4], whereby they demonstrate 
that over time, it is possible to identify potential hidden groups in communication networks 
using their communication model, graph models and their algorithms. Their research shows 
this to be possible without analysing the contents of the communications. They also identify 
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properties of the hidden groups and the background society communications that may result in 
easy and hard detection of hidden groups. Chen, Goldberg and Magdon-Ismail [12] use a 
simulated communications model to demonstrate their algorithm, based on the statistical 
characteristics of messages, can effectively identify newsgroup and chat room users who use 
multiple user IDs for posting messages. Ongoing research involving these three experimental 
algorithms and ultimately real data could result in valuable tools that may be used to address 
part of our research problem. 
2.5.3. Discourse analysis:  Discourse analysis is concerned with the language interactions 
between communicators.  It is the linguistic analysis of naturally occurring written or spoken 
discourse. While discourse analysis considers both the written and spoken word, in this paper 
we consider analysis of the written word for specific technologies. 
The types of written communication that may be analysed to detect paedophile activities on 
the Internet include: text in files; emails; chat room conversation; instant messaging 
conversation; and newsgroups. The paedophile activities that may be indicated in these 
technological mediums include: 
• Pornographic themes (inappropriate text for children); 
• Paedophiliac themes; 
• Relationship forming communications (between paedophiles and children as well as 
between paedophile peers); 
• Paedophile peer support themes; and 
• Paedophile related information (listing of safe web sites and other information). 
Some of the approaches that may be used to determine if a communication indicates a 
paedophile activity include creating cognitive models and considering rules of discourse.  
Cognitive models (also called frames, schemas or scripts) involve creating models of 
expected language. Using such models it may be possible to match the actual language with 
one of the models. Models or frames often include the expected questions and responses for 
particular motives. For example, one paedophile frame may have the motive of relationship 
forming with a child and contain typical questions and responses that relate to relationship 
forming between these two particular model types (adult and child models).  A list of words, 
sets of words, and phrases may be created and mapped to the communication under inspection 
to indicate if the communication should be flagged for further investigation. Phrases with 
inference meanings may also be included in this list, for example the question “What time do 
you get home from school?” infers the person being spoken to goes to school and the person 
asking is interested in how long it takes for the student to arrive home from school. 
The cognitive modelling approach shares similarities with signature based intrusion 
detection methods as it involves detecting known properties. The challenge of signature based 
intrusion detection is that there needs to be an extensive knowledge of what should be 
detected. Cognitive modelling is similarly limited to the creator’s knowledge of what is typical 
communication for a variety of situations. One challenge of this approach is to minimise false 
positives and false negatives while considering the trade off between extensive possibilities 
and an efficient analysis. 
A rule of discourse relevant to detecting paedophile activity on the Internet is that it is more 
likely a person will be dishonest if their motive is not well intended or honest. A paedophile 
may be motivated to be dishonest about their age and gender in communications. Detecting 
dishonesty is similar in approach to anomaly based intrusion detection whereby alerts are 
reserved to occurrences outside the expected. It also shares the same limitations in that it relies 
on the knowledge of what is expected behaviour to detect behaviour that falls outside this 
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realm. Some past research has been conducted in this field, which may be relevant to detecting 
deception in Internet technology-based communications. 
Speech act profiling is a method in its first stages of development that can be used to 
analyse synchronous computer-mediated communication like that in chat rooms and using 
instant messaging [52]. The method involves visually displaying various types of behaviour of 
a communicator that when analysed may determine if the communicator is being deceptive or 
truthful.  
Analysis of behaviour displayed in conversations shows deceptive behaviour in chat rooms, 
emails and using instant messaging can be detected by the degree of submissiveness and 
uncertainty of the communicator [9, 52]. Burgoon et al [9] found email deceivers tend to use 
longer messages with less diversity and complexity then truth tellers.  They found the length of 
a message written by a deceiver may be influenced by the time allowed in which they can 
elaborate their communication, however the complexity of the sentences would likely be 
invariant as a deceiver does not have real events and memories to draw information from. They 
suggest that over time (within the communication), a deceiver’s behaviour may change to more 
closely represent a truth teller. Zhou, Burgoon and Twitchell [55] continue this theory applying 
it to email, and finding that deceivers show some signs of deception at the beginning of a 
communication, many signs of deception towards the middle of the conversation, and limited 
signs of deception towards the end of conversation. 
Gender-preferential communication has been shown evident in face-to-face communication 
however electronic communication is a relatively new field of study. Theories of gender-
preferential electronic communication have emerged for example Hills [28] suggests that when 
an individual imitates a different gender they overcompensate the other genders linguistic 
characteristics. Savicki, Lingenfelter and Kelley [46] suggest that language used in online 
discussion groups has discrepancies based on the majority gender in the group.  
Thomson and Murachver [51] have provided an examination of gender-preferential 
language style in electronic discourse with some interesting case study results. In one 
experiment they found it possible to classify the gender of email authors with 91.4% accuracy. 
2.5.4. Image analysis:  In Australia, distribution of pornography to a child or person thought 
to be a child is a criminal offence. Some existing research on the detection of pornographic 
imagery may be useful in detecting paedophile activities on the Internet. 
To detect pornographic imagery Fleck, Forsyth and Bregler [23] measure the proportion of 
skin tone in images to determine if the images contain naked people. They also identify any 
elongated regions for grouping into possible human limbs or connected groups of limbs based 
on the geometry of the skeleton. This method achieves 52% recall and 60% precision where 
recall is the proportion of images that are identified as pornographic materials to those 
materials that are actually pornographic and precision is the percentage of these that are 
correctly identified. Their improved versions of this work have achieved 44% recall and 74% 
precision on larger data sets (stated briefly in [23]). 
Research by Wang, Wiederhold and Firschein [54] achieves a 97.5% recall and 81.6% 
precision when identifying pornographic images. Their method involves a training set for 
determining if the image is objectionable or benign. The image being analysed is matched 
against a small number of feature vectors from a training set of images. The image is then 
checked to determine if its content is a closest match to the set of objectionable materials or the 
benign materials. This method improves efficiency of processing a suspect image by Forsyths 
research group from around 6 minutes to circa 10 seconds. 
The challenge of image detection is further complicated when steganography is used. 
Steganography is the art of concealing information. Steganography is similar to cryptography 
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however where cryptography is the art of secret writing and involves rendering a message 
unintelligible to any interceptors of the message, steganography aims to hide the existence of 
the message altogether. A simplistic example of steganography is the use of invisible ink. 
Often steganography is used in conjunction with cryptography.  Steganography uses various 
techniques to embed bits into an image where the resultant image will not appear to the human 
eye any different to the original image. Commonly, the least significant bits of the image bytes 
have the message values inserted into them and then are retrieved by the recipient who uses the 
same algorithm or software to restore the hidden message.  
Steganalysis is the art of discovering the use of steganography in messages. Steganography 
detection and cracking tools that use steganalysis are available; such tools could be used to 
detect illegal materials being trafficked. However, some software, for example, S-Tools, 
employs techniques to make the messages undetectable by statistical randomness tests used by 
some steganography detection devices. 
3. Technology challenges and anonymity issues 
In this section we review the various technologies that may be used by paedophiles for 
paedophile activities. We consider the design of each technology, the possible anonymity 
challenges each technology presents, and list the sources of event information that can be used 
from each technology for detecting and monitoring online paedophile activities. We restrict the 
scope of the review to assume TCP/IP is the protocol suite used for communication on the 
Internet.  When interviewed, Nigel Phair from the Australian High Tech Crime Centre stated 
that “the IP address, and session date and time allow for law enforcement to be able to conduct 
further enquiries” [42], therefore, the automating software needs only to uncover these packet 
properties in suspicious activity to provide law enforcement with sufficient useful information. 
3.1. Web sites 
Web sites are used by paedophiles to view, collect and distribute materials including child 
pornography and paedophiliac text stories. The sites could also be used to offer support, 
information and communications amongst paedophile communities. In a study of paedophile 
activities on the Internet, Forde and Patterson [24] found web sites to be used commonly to list 
disguised e-mail addresses and information related to finding other sites, for example other 
safe locations like safe newsgroups. 
The Hypertext Transfer Protocol (HTTP) is the de facto standard for accessing data on the 
World Wide Web. The protocol is designed mostly to transfer data in the form of hypertext 
however also transfers plain text, images, audio and video data.  Using HTTP, the client sends 
a request (usually for a web page or file to be transferred), to the server and the server sends a 
response (the response generally contains the data requested).   
For web browsing, there are two categories of anonymising technologies: web-based 
redirectors and proxies.  Using a web-based redirector involves going to a redirector web page 
and supplying the page with the target URL. The redirecting software requests the target page 
using its own server IP address.  A proxy server is a hardware or software server that sits at 
some point between a client application and an actual server. To use the proxy server, the 
client is configured to access the proxy instead of the target server. Commonly used proxies 
are protocol dependent and in the case of anonymising web browsing, a HTTP proxy is often 
used. The proxy server rebuilds a sent IP datagram completely from scratch therefore the 
packet source and destination details only show communications between either the client and 
the proxy or the proxy and the server. Hence, when using a proxy server, the client appears to 
have the IP address of the proxy server. 
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When distributing illegal materials using web-based technology, commonly ISPs are 
provided with false details on subscription. This method generally ineffective after a period of 
time as the use by the web site owner can link them to the web site server usage. 
The source of event information related to web site technology that can be used in 
monitoring and/or detection of paedophile activities on the Internet include: client browser 
cache or history files; client proxy logs; server logs; network traffic dumps (HTTP); 
subscription or service details for paid for VPN or proxy services (depending on the 
jurisdiction of the service provider); ISP server logs; and search engines and newsgroups (for 
detection of distribution sites). 
3.2. Email 
Emails can be used to send text, voice, video and graphics, and therefore may be used by 
paedophiles for both inappropriate sexual communications and file exchange. Email addresses 
may be provided as identification when gaining access to various chat rooms sites, instant 
messaging services, and for joining and posting messages to newsgroups. Paedophiles may use 
email communications for relationship forming and grooming of children and those with 
access to them. Also, relationships may be established using email between paedophiles 
whereby they may offer each other support and exchange information and files.  
The simple mail transfer protocol (SMTP) is the protocol used to distribute email around the 
Internet.  SMTP delivers email form one server to the next in its journey from the sender’s 
domain to the recipient’s domain.  SMTP is a push protocol, meaning it pushes the message 
from the sender to the receiver. For the recipient to retrieve the mail, a pull protocol or mail 
access protocol is used to retrieve the mail from the recipient’s server. Post Office Protocol 
version 3 (POP3) and Internet Message Access Protocol, version 4 (IMAP4) are commonly 
used mail access protocols.  Web based mail services, for example, Hotmail, Yahoo!, ICQ 
Web Mail and web mail provided by organisations, are generally a wrapper around the IMAP 
or POP server. Logins are provided to the server with username password combinations and all 
the email sent and received is kept on the server.  Shell sessions are an alternative method 
whereby email is read from a shell account. To access e-mail via the shell session uses an 
IMAP compatible client for example, pine and mutt. 
There are three categories for anonymising email.  Firstly, freely available subscribed email 
accounts (such as Hotmail, Yahoo, etc.) where subscription identity details can easily be 
falsified are the most widely available. These accounts may be used however do not provide 
complete anonymity as the user’s IP address could be traced in some cases.  Secondly SMTP 
often does not check the validity of the sender’s email address allowing the sender to use a 
forged address.  The recipient has no way of knowing whether the email came from a valid 
address, or indeed whether the sender is actually the same as the address indicates.  The email 
headers often give an indication of forged addresses and allow some degree of tracking of the 
actual source of the email.  Thirdly remailer services can be used to anonymise the sender of 
an email.  Remailers, which are broadly categorised as anonymous or pseudo-anonymous, use 
mixing algorithms and cryptography, in conjunction with a series of email servers to hide the 
true source of the email.  The recipient of the email will not see the sender’s real address, 
instead it is substituted for a pseudonym.  In some cases the mapping between the pseudonym 
and the actual owner of an address may be obtained by law enforcement agencies under duress. 
The sources of event information related to email technology that can be used in the 
monitoring and/or detection of paedophile activities on the Internet include: mail exchange 
servers; mail gateways; mail relay MTAs; shell session logs; email storage/backup devices; 
pseudo anonymous remailers; email headers; ISP server logs; and network traffic dumps. 
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3.3. Newsgroups 
Newsgroups are electronic discussion groups open to anyone. Information and opinions are 
shared worldwide through the use of newsgroups on any topic. Each newsgroup is usually set 
up to cover one or a collection of topics. Paedophiles may use newsgroups to support, 
communicate and share information with other paedophiles. When identified, these activities 
may provide useful information related to other paedophile activities, for example, newsgroup 
postings might identify web sites with paedophiliac themes. Paedophiles may also use 
newsgroups to traffic child pornography and paedophiliac text stories. 
The most common type of newsgroup is Usenet, which uses the newsgroup protocol called 
the Network Newsgroup Transfer Protocol (NNTP). Newsgroups differ to other similar 
technologies because newsgroups use decentralised servers and for example, forums and 
discussion boards use a single server. Usenet uses multiple news servers dedicated to storing 
newsgroup articles. Client programs, called newsreaders, enable users to interact with the 
newsgroup servers. 
The newsreader allows the user to read and reply to articles or post new articles. The user 
first connects to the ISP news server or a publicly accessible news server using the NNTP 
protocol. The server connects to one or more other news servers and sends the updated 
information from them to the client newsreader.  The user needs to subscribe to each 
newsgroup they would like to read and post articles to. The user has a username they choose to 
appear as when they post messages and a reply email address for them to receive email 
messages. Postings to newsgroups may contain email text and attached files.  
Newsgroup users may use email-anonymising techniques to anonymise themselves in 
newsgroups. For example, subscribing for email services using false identification or using 
remailer services (see Section 3.2 for details).  
Sources of event information related to newsgroup technology that can be used to monitor 
and/or detect paedophile activities on the Internet include: network and traffic dumps (NNTP); 
client newsreaders; news servers; and ISP logs and news servers. 
3.4. Instant messaging 
Similar to emails, instant messaging (IM) can be used to send text, voice, video and 
graphics however IM offers a more interactive environment allowing multiple parties to 
communicate simultaneously, similar to private chat rooms. IM may be used by paedophiles to 
form a relationship with and groom a child or person with access to a child, to send 
inappropriate messages and files with children and to form relationships, support and 
communicate information with other paedophiles. IM differs from chat rooms in that IM 
requires the user to have knowledge of at least one other communicating persons email address 
to invite or be invited to an instant messaging session. Unlike some chat rooms, an external 
party does not monitor IM as it is often peer-to-peer between communicating parties.  
Instant messaging requires an initial login to the service server, which amongst other things 
handles the tasks of checking and displaying the online status of each users contacts and 
sending the IP address of these contacts to the users IM client software so as users can 
communicate directly with other clients. Some IM servers may be used to relay the typed 
instant messages between clients however generally so as not to overload the servers, file 
transfers remain peer-to-peer in these configurations.  
IP hiding is an option provided by the instant messaging software and allowed for by the 
instant messaging RFC 2279 [17]. Since often there exists a peer-to-peer communication 
between two instant messaging parties it is possible to view the IP address of other parties.  
Proxies and VPNs could be used for disguising the users IP address during an IM session (see 
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Section 3.1). These methods may be combined with email anonymity methods (as described in 
Section 3.2) for better IM anonymity.  IM software may encrypt the data passed between the 
client machines leading to illegible data. While this is not an anonymising technique, it does 
however affect the process of analysis of the communication. 
The sources of event information related to instant messaging technology that can be used 
for monitoring and/or detection of paedophile activities on the Internet include: client log files; 
instant messaging service login log files and subscription databases; network traffic dumps; 
and ISP server logs. 
3.5. Chat rooms 
Chat rooms can be used to send text, voice, video and graphics to multiple other parties 
simultaneously. It is not necessary to have knowledge of individual users in a chat room prior 
to corresponding with them. Paedophiles may use chat rooms to locate children to molest, form 
relationships with and groom children and those with access to them, exchange inappropriate 
sexual communication and files with children, and locate and form relationships with other 
paedophiles whereby they may exchange support, information and files with each other. 
Chat room clients (browsers or special chat room client software) connect to a chat room 
server where the chat environment is hosted. Multiple clients can communicate with each other 
simultaneously via the chat room server. Often users of the chat rooms are required to provide 
a login, which may involve disclosing their email address or other identifying details. Chat 
rooms can be either public (any user and view and contribute to the communication) or private 
(only invited users can view and contribute to the communications). Chat rooms also allow for 
instant messages (also known as whispers or private instant messages) between parties in the 
chat room. All messages using the chat room software pass through the chat room server.  
Most of today’s chat room server software hides the IP address of each chat room user even 
when an instant message is sent using the chat room server however this software only hides 
the IP from other users not from the chat room server. The chat room server software can 
perform this IP hiding because the chat room members are not communicating in peer-to-peer 
manner like in standalone instant messaging services.  Proxies and VPNs may be used to hide 
the IP address of the user (see Section 3.1). Where an initial login to the server is required 
using an email address, email-anonymising techniques may also be used (see Section 3.2). 
The sources of event information related to chat room technology that can be used in the 
monitoring and/or the detection of paedophile activities on the Internet include: public chat 
room communications; client chat logs; chat room server logs/monitors; ISP logs; and chat 
room server login account details. 
3.6. Online file storage and transfer 
Online file storage and transfer technologies may be used in paedophile activities such as 
inappropriate file exchange with children and in trafficking child pornography and 
paedophiliac text stories. 
File transfer is performed using a variety of protocols some of which are the File Transfer 
Protocol (FTP)[44], Trivial File Transfer Protocol (TFTP)[47], Simple File Transfer Protocol 
(SFTP)[31], Data Transfer Protocol (DTP)[7], and even HTTP[21]. The File Transfer Protocol 
(FTP) is the standard for file transfer, and is implemented using the TCP Protocol. 
There are three common methods for storing data online: on the users ISP server; with 
online file storage providers; and using a user created and provided online storage server.  
IP anonymising techniques may be used to provide ISP and online storage providers with 
false information, for example, proxies and VPNs (see Section 3.1 for further details on these 
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methods).  S/FTP (Secure FTP) is a client package for creating a secure connection to an FTP 
daemon. S/FTP secures the transfer using public key encryption methods.  
The sources of event information related to online file storage and transfer technology 
include: ISP server and server logs; storage provider’s server, server logs and subscription 
accounts; network traffic dumps (FTP); and search engines (for seeking data stored on online 
servers). 
3.7. General anonymity issues 
There exist some physical and technical anonymity methods that could be used over 
multiple technologies to hide one’s identity including: 
• Gaining physical access to and use of another person’s personal or organisational 
computer using social engineering techniques or by physical force. The user would 
need to bypass any physical security mechanisms, and provide any username and 
passwords required.  
• Numerous scripts are freely available on the Internet designed for attacking and 
ultimately controlling other machines. Generally the purpose of using these tools in a 
paedophile activity may be to take control of another user’s machine and perform 
paedophile activity tasks using the controlled machine.  
Various computer forensic techniques exist to determine if a machine has been exploited, 
these techniques may be performed by law enforcement with the appropriate warrants. 
4. Methods for detecting paedophile activities 
In this section we categorise profiling techniques and forensic methods that could be used or 
adapted for use in detecting the four main paedophile misuses on the Internet.  
The detection of paedophile activities related to trafficking of child pornography and 
paedophiliac text stories may involve using: cognitive modelling techniques for detecting 
paedophiliac text stories; and image detection techniques to detect child pornography (for 
example skin tone and training based analysis). 
The detection of paedophile activities related to locating children to molest via meeting in 
chat rooms may involve using: chat room agents and topic detecting tools to find useful chat 
rooms to monitor; chat room relationship determining software to distinguish communicators 
of specific topics; cognitive modelling techniques to detect relationship forming 
communication, ages, genders and to detect if communicators appear similar to paedophile or 
victim models; and rules of discourse (and hence deception detection techniques) to detect 
anomalies in communications. 
The detection of paedophile activities related to engaging in inappropriate communication
and file exchange with children may involve using: chat room relationship detecting software 
to determine communicators; cognitive models to determine if one communicator fits a child 
profile while another fits an adult profile; and rules of discourse (and hence deception 
detection techniques) to determine if abnormal communication or written file content is used. 
The detection of paedophile activities related to communications between peer paedophiles
may involve using: chat room topic and relationship detecting techniques; and cognitive 
models of supportive or paedophile information sharing communications. 
It is envisioned that software created to automate (at least in some part) the detection of 
paedophile activities on the Internet would involve the combination of many relevant analysis 
and detection tools. It would be therefore useful to assign each tool an accuracy and weighting 
value (based on heuristics) so as when one or multiple tools are used in conjunction a resultant 
probability of the paedophile activity having had occurred can be assigned by the software. 
Proceedings of the First International Workshop on Systematic Approaches to Digital Forensic Engineering (SADFE’05) 
0-7695-2478-8/05 $20.00 © 2005 IEEE 
Authorized licensed use limited to: QUEENSLAND UNIVERSITY OF TECHNOLOGY. Downloaded on May 28, 2009 at 00:00 from IEEE Xplore.  Restrictions apply.
The probabilities and weighting would be adjustable according to the users’ requirements for 
filtering false positives and negatives. This method is similar in theory to that of current spam 
filtering software in that multiple simultaneous or standalone indicators may flag suspected 
spam mail content with a specific rating and the user can define the sensitivity of the software 
by indicating the rating required for an alert. 
5. Further research 
This research may result in the following future research outcomes: 
• A chat room honey-pot: To gain valuable research information for use in creating 
cognitive models. This research area may include topics of ethics and privacy related 
to chat room honey-pots. 
• A plug-in tool for existing chat room servers for automating the detection of 
paedophiles locating children.  
• Research of cognitive models to differentiate three contexts; a paedophile 
communicating with a child in an inappropriate way; a paedophiliac or pornographic 
text story; and paedophiles communicating.  
• Research of cognitive models for typical behaviours in chat rooms of an adult, child, 
male, female, paedophile or victim. 
• Investigation of the viability of operations involving sting based FTP transfers, 
remailer services or web based redirector pages. 
• Enhancement of pornographic image detection techniques to specifically detect child 
pornography. 
• Investigation of the presence or absence of paedophiliac and pornographically explicit 
audio on the Internet. 
• Development of further cryptanalysis techniques for the remailer mixing algorithms. 
6. Conclusion 
This paper provides a detailed review of the literature associated with the activities of 
paedophiles online, and the techniques used by law enforcement agencies and proposed by 
researchers for the detection of those activities.  The amount of manual effort currently 
required by law enforcement agencies in cases involving paedophiles is already prohibitive and 
is only getting worse.  This paper identifies a number of areas where future research is required 
in order to provide analysis tools to assist investigators of these offences.   
The paper suggested the creation of multiple tools for monitoring, analysis and profiling, 
and detecting paedophile activities on the Internet along with a heuristic device for evaluating 
the estimated accuracy of them having occurred. Further research to be conducted and future 
research ideas were identified and provided in the paper. 
7. References
[1] Altheide, D., The Control Narrative of the Internet. Symbolic Interaction, 2004. Vol. 27, (2): p. 223-245. 
[2] Ananova, Internet Child Porn Pervert Trapped by Undercover Police. Tuesday 11th December, 2001. 
http://www.ananova.com/news/story/sm_470935.html (Accessed February 10, 2004). 
[3] Association of Chief Police Officers in Scotland, Crime Standing Committee. 2003. 
http://www.scottish.police.uk/main/acpos/committee/crime.htm (Accessed February 10, 2004). 
[4] Baumes, J., et al. Discovering Hidden Groups in Communication Networks. in Proceedings of the 2nd NSF/NIJ 
Symposium on Intelligence and Security Informatics (ISI 04), 2004. Tucson, Arizona. Springer. 
[5] BBC News, Operation Ore: Can the UK Cope? 2003. http://news.bbc.co.uk/1/hi/uk/2652465.stm (Accessed 
February 10, 2004). 
Proceedings of the First International Workshop on Systematic Approaches to Digital Forensic Engineering (SADFE’05) 
0-7695-2478-8/05 $20.00 © 2005 IEEE 
Authorized licensed use limited to: QUEENSLAND UNIVERSITY OF TECHNOLOGY. Downloaded on May 28, 2009 at 00:00 from IEEE Xplore.  Restrictions apply.
[6] Bengel, J., et al., ChatTrack: Chat Room Topic Detection Using Classification. Lecture Notes in Computer 
Science, 2004. Vol. 3073: p. 266-277. 
[7] Bhushan, A., et al., The Data Transfer Protocol. 1971, Network Working Group, Request for Comments: 171. 
http://www.ietf.org/rfc/rfc171.txt (Accessed January 15, 2005). 
[8] Brooks, J. A., A First for New Child Sex Internet Legislation. 2004, Queensland Crime and Misconduct 
Commission. 
[9] Burgoon, J., et al. Detecting Deception through Linguistic Analysis. in Intelligence and Security Informatics,
2003. Tucson, Arizona. Lecture Notes in Computer Science, 2665, Berlin Heidelberg: Springer-Verlag, p. 91-
101. 
[10] Camtepe, S. A., et al. Detecting Conversing Groups of Chatters: A Model, Algorithms and Tests. in 
Proceedings of the International Conference on Applied Computing (IADIS 2005), 2005. Algarve, Portugal. 
[11] Camtepe, A., Krishnamoorthy, M. and Yener, B. A Tool for Internet Chatroom Surveillance. in Proceedings 
from the second Symposium on Intelligence and Security Informatics, 2004. Tucson, Arizona. Lecture Notes in 
Computer Science, 3073, Berlin Heidelberg: Springer-Verlag, p. 252-265. 
[12] Chen, H., Goldberg, M. and Magdon-Ismail, M. Identifying Multi-ID Users in Open Forums. in Proceedings of 
the 2nd NSF/NIJ Symposium on Intelligence and Security Informatics (ISI 04), 2004. Tucson, Arizona. 
Springer. 
[13] Commonwealth of Australia, Privacy Act 1988. 2004. (includes amendments up to Act No. 49 of 2004). 
http://www.privacy.gov.au/publications/privacy88_030504.doc.
[14] Commonwealth of Australia, Criminal Code Act, in Criminal Code Act. 1995. 
http://scaleplus.law.gov.au/html/pasteact/1/686/pdf/CriminalCode1995.pdf.
[15] Cyberspace Research Unit, Beko. 2003: UK. www.fkbko.net (Accessed February 23, 2004). 
[16] Cyberspace Research Unit, Young Peoples Use of Chat Rooms: Implications for policy strategies and 
programs of education. 2002, Report for Sub group F, Home Office Internet Task Force: Preston. 
[17] Day, M., et al., Instant Messaging / Presence Protocol Requirements. Network Working Group, Request for 
Comments: 2779, 2000. 
[18] Durkin, K., Misuse of the Internet by Pedophiles: implication for law enforcement and probation practice.
Federal Probation, 1997. Vol. 61, (3): p. 14-18. 
[19] Durkin, K. and Bryant, C., Propagandizing Pederasty: a thematic analysis of the on-line exculpatory accounts 
of unrepentant pedophiles. Deviant Behavior: An Interdisciplinary Journal, 1999. Vol. 20, (2): p. 103-127. 
[20] End Child Exploitation, Race to Save New Victims of Child Porn. 2003: UK. 
http://www.endchildexploitation.org.uk/news_detail.asp?news_id=54 (Accessed February 12, 2004). 
[21] Fielding, R., et al., Hypertext Transfer Protocol HTTP/1.1. 1997, Network Working Group, Request for 
Comments: 2068. http://www.ietf.org/rfc/rfc2068.txt (Accessed January 7, 2005). 
[22] Finkelhor, D., Mitchell, K. J. and Wolak, J., Online Victimisation: A Report on the Nation's Youth. 2000, 
National Center for Missing and Exploited Children. 
[23] Fleck, M., Forsyth, D. and Bregler, C. Finding Naked People. in Proceedings of the 4th European Conference 
on Computer Vision - Volume II, 1996. Cambridge UK. Lecture Notes In Computer Science, 1065, London 
UK: Springer-Verlag, p. 592-602. 
[24] Forde, P. and Patterson, A., Paedophile Internet Activity. Australian Institute of Criminology, Trends and 
Issues in Crime and Criminal Justice, 1998, (97). 
[25] France-Presse, A., Porn Site to Trap Paedophiles, in Australian IT. 19 December, 2003. 
http://australianit.news.com.au/articles/0,7204,8210320%5e15318%5e%5enbv%5e15306,00.html (Accessed 
February 23, 2004). 
[26] Fulda, J., Do Internet stings directed at pedophiles capture offenders or create offenders? And allied questions.
Sexuality and Culture: An Interdisciplinary Quarterly, 2002. Vol. 6, (4): p. 73-100. 
[27] Gaunt, N., Teen Column. 2003. http://www.netsafe.org.nz/youngadults/youngadults_default.asp (Accessed 
March 13, 2004). 
[28] Hills, M., You Are What You Type: Language and Gender Deception on the Internet. 2000, University of 
Otago. 
[29] Internet Filter Review, Internet Pornography Statistics. 2004, InternetFilterReview.com. 
http://www.internetfilterreview.com/internet-pornography-statistics.html (Accessed May 16, 2003). 
[30] Lanning, K., Child Molesters: A Behavioural Analysis for Law Enforcement Officers Investigating the Sexual 
Exploitation of Children by Acquaintance Molesters. 4th ed. 2001, Alexandria, Virginia: National Center for 
Missing and Expoited Children. 
[31] Lotter, M., Simple File Transfer Protocol. 1984, Network Working Group, Request for Comments: 913. 
http://www.ietf.org/rfc/rfc913.txt (Accessed January 14, 2005). 
[32] MacKean, L., Fears Paedophiles will Revel in Cyberspace, in The 7:30 Report. 13 January, 2004. 
http://www.abc.net.au/7.30/content/2004/s1024959.htm (Accessed February 23, 2004). 
[33] Magid, L. J., Child Safety on the Information Highway, 1998. http://www.safekids.com/child_safety.htm
(Accessed February 12, 2004). 
Proceedings of the First International Workshop on Systematic Approaches to Digital Forensic Engineering (SADFE’05) 
0-7695-2478-8/05 $20.00 © 2005 IEEE 
Authorized licensed use limited to: QUEENSLAND UNIVERSITY OF TECHNOLOGY. Downloaded on May 28, 2009 at 00:00 from IEEE Xplore.  Restrictions apply.
[34] Media Awareness Network, Kids' Online Activities: Key Findings. 1994, Media Awareness Network. 
http://www.media-
awareness.ca/english/resources/special_initiatives/survey_resources/students_survey/key_findings/kids_online
_key_findings.cfm (Accessed May 16, 2004). 
[35] Miller, G., Online Chat is Sting of Choice in Illicit-Sex Cases, in Los Angeles Times. September 25, 1999: 
California. 
[36] National Crime Centre for Missing and Exploited Children, The CyberTipLine. 2004. 
http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=169.
[37] National Criminal Intelligence Service, UK Threat Assessment of Serious and Organised Crime, Paedophile 
Crime Including Online Child Abuse. 2002, National Criminal Intelligence Service. 
http://www.ncis.gov.uk/ukta/2002/threat9.asp.
[38] National Society for the Prevention of Cruelty to Children, Combating Cybercrime. Autumn 2003. 
http://www.nspcc.org.uk/publicaffairs/documents/Euronews5.pdf (Accessed February 23, 2004). 
[39] NetSafe, Information for Kids. 2003: Auckland. http://www.netsafe.org.nz/kids/kids_default.asp (Accessed 
February 23, 2004). 
[40] O'Connell, R., How I Lured Paedophiles Online, in BBC News UK. August 7, 2001. 
http://news.bbc.co.uk/1/hi/uk/1454357.stm (Accessed February 6, 2004). 
[41] O'Connell, R., Slipping Through the Net, in Guardian Unlimited. 6 February, 2004. 
http://www.guardian.co.uk/online/comment/story/0,12449,1142495,00.html (Accessed February 6, 2004). 
[42] Phair, N., Electronic Interview. 13 January 2004, Team Leader, Investigations, Australian High Tech Crime 
Centre. 
[43] Posey, J., The Cyber Crime Fighter. 2004. http://www.julieposey.com/ (Accessed January 14, 2005). 
[44] Postel, J. and Reynolds, J., File Transfer Protocol (FTP). 1985, Network Working Group, Request for 
Comments: 959. http://www.ietf.org/rfc/rfc959.txt (Accessed January 14, 2005). 
[45] SafeKids.Com, SafeKids.Com. 2003. http://www.safekids.com (Accessed February 23, 2004). 
[46] Savicki, V., Lingenfelter, D. and Kelley, M., Gender Language Style and Group Composition in Internet 
Discussion Groups. Journal of Computer Mediated Communication, 1996. Vol. 2, (3). 
[47] Sollins, K., The TFTP Protocol (Revision 2). 1992, Network Working Group, Request for Comments: 1350. 
http://www.ietf.org/rfc/rfc1350.txt (Accessed January 14, 2005). 
[48] State of Queensland, Criminal Code Act 1899. 2005. (includes commenced amendments up to Act No. 43 
2004). http://www.legislation.qld.gov.au/LEGISLTN/CURRENT/C/CriminCode.pdf.
[49] State of Queensland, Sexual Offences (Protection of Children) Amendment Bill. 2002. 
www.legislation.qld.gov.au/Bills/50PDF/2002/SxlOfns_PC_AB02.pdf.
[50] Thompson, T., Net Closes on British Paedophiles, in The Observer UK. August 17, 2003. 
http://www.childrenfirst.org.za/shownews?mode=content&id=17453&refto=2294&PHPSESSID=2cf75611e06
11cb6c126de525bf9c3f1 (Accessed February 12, 2004). 
[51] Thomson, R. and Murachver, T., Predicting Gender from Electronic Discourse. The British Journal of Social 
Psychology, 2001. Vol. 40, (Health & Medical Complete): p. 193-208. 
[52] Twitchell, D., Nunamaker-Jr, J. and Burgoon, J. Using Speech Act Profiling for Deception Detection. in 
Intelligence and Security Informatics: Proceedings of the second Symposium on Intelligence and Security 
Informatics, 2004. Tucson, Arizona. Lecture Notes in Computer Science, 3073, Berlin: Springer-Verlag, p. 
403-410. 
[53] VanDyke, N. W., Lieberman, H. and Macs, P. Butterfly: A Conversation-Finding Agent for Internet Relay 
Chat. in Proceedings of the 4th international conference on Intelligent user interfaces, 1998. Los Angeles, 
California, United States. ACM Press, New York, p. 39 - 41. 
[54] Wang, J., Wiederhold, G. and Firschein, O. System for Screening Objectionable Images Using Daubechies' 
Wavelets and Color Histograms. in Proceedings of the 4th International Workshop on Interactive Distributed 
Multimedia Systems and Telecommunication Services, 1997. Darmstadt, Germany. Lecture Notes in Computer 
Science, 1309, London UK: Springer-Verlag, p. 20-30. 
[55] Zhou, L., Burgoon, J. and Twitchell, D. A Longitudinal Analysis of Language Behavior of Deception in E-mail.
in Intelligence and Security Informatics, 2003. Tucson, Arizona. Lecture Notes in Computer Science, 2665, 
Berlin Heidelberg: Springer-Verlag, p. 102-110. 
Proceedings of the First International Workshop on Systematic Approaches to Digital Forensic Engineering (SADFE’05) 
0-7695-2478-8/05 $20.00 © 2005 IEEE 
Authorized licensed use limited to: QUEENSLAND UNIVERSITY OF TECHNOLOGY. Downloaded on May 28, 2009 at 00:00 from IEEE Xplore.  Restrictions apply.
